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A METHOD FOR SAFELY ENCRYPTING TRANSMISSION DATA 

1, Field of the Invention 

5 [0001] The present invention relates to a method for safely encrypting 

transmission data, which is applied on a personal digital assistant (PDA) or a 
mobile phone handset for capturing data. 

2. Background of the Invention 

10 [0002] With the app li cation adyent of the Internet, the electronic commerce is 

widely used and discussed. Csp e c i a ll v. th e T he connection of wireless handsets 
and personal digital assistant (PDA) to a network is now a trend. The 
manufactur e r manufacturers of hands e t handsets and PDA mak e th ei r b e st in 
th e d e v el opm e nt of PDA's have created novel handsets for b ei ng app lie d to th e 

15 conn e ction of connecting to a wireless network through wir ele ss transmission . 
For example, the current wireless application protocol (WAP) is widely used in 
the connection of a handset to a network. Th e r el at e d Related products are also 
popular in the market. Th e r e for e , to wir ele ss l y capturing data through a hands e t 
or a PDA i s a tr e nd and i s w i d el y us e d r e c e nt l y. 

2 0 [0003] However, the current way for w i r ele ss method of wirelessly capturing 

data through anthe Internet has no function of lacks encryption. R e f e rr i ng to Fig. 
-1 t1 is a schematic view showing tha ta prior art method in which a user acquires 
data from an Internet bv a pr i or art way w ithout encrvption . As shown in Fig. 1, 
the subscriber's end 10 i s to down l oad downloads data on a network 30. In 

25 general, the data is downloaded through anthe Internet directly. After 
downloading, the data is transferred to other peop le s users . 

[0004] That is. This prior art method allows any one mayto download data 
of(or a member acquired a password or an encrypting code can download 
datadata). However, in the aforementioned prior art process of b e ing connect e d 
3 0 to a network for acqu i ring data, no way can b e u se d to confin e exists to prevent 
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the user to download from downloading data repeatedly. That is, it is possible 
that one download of data ts can be used by many people. Th e r e for e , this This is 
unfair to the original creator and d i sob e ys th e ru le of wisdom ass e t ofthe 
download data . Consequently, th i s cond i t i on is n e c e ssary to b e i mprov e d there is 
a need for improvement . 

[0005] Therefore, there is an eager demand for a method for safely 
encrypting transmission data, which can be used tnon the Internet. Th e down l oad 
data is on l y us e d by sp e c i fic us e rs and can not b e transf e rr e d to oth e r p e opl e s. 
Thus, th e data is e ncrypt e d e ff e ctiv el y. 

SUMMARY OF THE INVENTION 

[0006] Accordingly, the primary object of the present invention is to provide a 
method for safely encrypting transmission data, which is used in a personal 
digital assistant (PDA) or a mobile phone handset for wirelessly capturing data. 
The primary object of the present invention is to provide a safet ysafe encrypting 
method. After the user downloads data from a network, the data is encrypted and 
then is transferred to the user. The user decrypts the data through a player or an 
access device for playing the data downloading from a network. The described 
access device tsis^ for e xamp le example. an MPS music database, an electronic 
book, a network theater, etc. 

[0007] In the encryption way method of the present invention, the general 
sefte sserial number is used as an encrypting key in the encryption, or a_further 
identification number or the registering number of a company can be used. The 
encrypting key is only used by the access device of the user for decrypting the 
encrypted data. That is, the user's download data of th e us e r is only used by that 
user, which can not be transferred to other peoples so as to protect the 
ftoh tintellectual property rights of the original creator. 

[0008] To achieve the aforesaid object, the present invention provides a 
method for safely encrypting transmission data, wherein an access device serves 
to b e connect e d connects to the subscriber's end of a network, and the 
serie sserial number of the access device is used as encrypting key. Thus, the 
data acquired from a network is encrypted. For the users to download data, the 
download data is only used through the access device of the user, and other 



us e r can not users cannot use the data on other devices . Therefore, th e obj e cts 
of paying f e es by us e rs and e ncrypt i ng transf e rring data ar e achi e v e d each user 
can be charged for each download . 

[0009] Preferably, a method for safely encrypting transmission data is used 
5 in the playing of MPS music through a network. By connecting through an access 
device, the serie sserial number of the access device betfrgis used as an 
encrypting key for decrypting the encrypting data. The user at first inputs the 
required data and seftesserial numberi-b v through a sefveseryer of a network. 
Data of mus i c Music data in a database is downloaded and then ts encrypted. 
10 Then the data is transferred back to the user. Then, the user downloads the data 
to an MPS player for playing the music. 

[0010] Preferably, a method for safely encrypting transmission data is used 
in the playing of electronic book through a network. By connecting through an 
access device, the sefte sserial number of the access device betrrgis used as an 

15 encrypting key for decrypting the encrypting data. The user at first inputs the 
required data and sefte sserial number. By a s e rvo Through a server of a 
network, data of an electronic book in a database is downloaded and then is 
encrypted. Then the data is transferred back to the user. Then, the user 
downloads the data to an electronic book player for playing the contents of the 

20 electronic book. 

[001 1] The various objects and advantages of the present invention will be 
more readily understood from the following detailed description when read in 
conjunction with the appended drawing. 

BRIEF DESCRIPTION OF DRAWINGS 

2 5 [0012] Fig. 1 is a schematic view of a method f or capturing data from aftthe 

Internet by a user in the prior art design. 

[001 S] Fig. 2 is a schematic view showing the concept fofof encrypting the 
transferring data of a network in the embodiment of the present invention. 

[0014] Fig. 3 is a flow diagram showing the process and use for the 
30 transferring data of the network in the embodiment of the present invention. 
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[0015] Fig, 4 is a schematic view showing an embodinnent that thels_a 
method for safely encrypting the t ransmission data of th e pr e s e nt i nv e ntion i s 
used in the playing of the network MPS music. 

[0016] Fig. 5 is a schematic view showing an embodiment that th eis a 
5 method for safely encrypting the transmission data of th e pr e s e nt inv e nt i on i s 
used in the playing of the network electronic book. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

[0017] The present invention relates to a method for safely encrypting 
transmission data, which is primary used in a personal digital assistant (PDA) 

10 and a handset used in a^mobile phone. Through the present invention, a method 
for safety encryption is providedr-afte r. After the user downloads data from a 
network, the data is encrypted and then is transferred to the user. The user 
decrypts the data through a player or an access device for playing the data 
downloading from a network. The described access device tsis, for 

15 e xamp le example. an MPS music database, an electronic book, a network 
theater, etc. 

[0018] Referring to Fig. 2, a schematic view showing th e conc e pt about j s 
shown to illustrate the method for safely encrypting transmission data of the 
present invention is ill ustrat e d h e r e in. I n that, th e . The data 30 in the network is 

2 0 e ncrypt e d furth e r transferred (22). Then encrypted data is generated (40). Then, 
the data is transferred to the subscriber's end 10 through an Internet 20. The 
subscriber's end 10 is for example a handset of a mobile phone, or a personal 
digital assistant (PDA) which can captures the data from the network directly 
without needing to be connected to a computer. Therefore, i t i s match e d to th e 

25 r e qu i r e m e nt of a l at e PC ag e , i . e . an ag e of no PC. the invention does not 
require a PC. The work of networking is only performed through a PDA. 

[0019] In order to realize the aforesaid encryption work, in the present 
invention, the user's access device is connected to the subscriber's end of the 
network. The serie sserial number of the access device is used as an encrypting 
30 key for encrypting data of n e tworks f rom the network so that the encrypted data 
can be downloaded only by the access device with the specific seriesseriai 
number. Other end ttsef susers. without being connected to this access device 
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can no t , cannot use these data. The access device is an network connecting 
device for data transmission used by networks, which may bebe. for 
e xamp le example. an MP3 music player or an electronic book which can 
downloaded data or upload data to the network for being used by specific users. 
5 Therefore, the access device is not confined to the use of PC, whtehand can-beis 
preferably a personal digital assistants (PDA) or mobile phone handsets instead . 

[0020] The method for safely encrypting transmission data in the present 
invention is illustrated in Fig. 3. The~Fig. 3 shows an embodiment of the present 
invention which i s a proc e ss about th e m e thod for saf el y e ncrypt i ng transm i ss i on 

10 data. The user is connected to a sefveseryer (step 100). Then, the user inputs a 
serie sserial number to an access device (step 110). The sefvo server encrypts 
the captured data according to the encrypting key generated from the 
setie sserial number, and then the decrypt is transferred to the access device 
(step 120). The user transfers the downloading data to the access device 130 

15 himself (or herself). Then, the access device decrypts the receiving data and 
uses the data (step 140). By the aforesaid steps, the data transferred in the 
network is encrypted. The This decryption is performed by only by specific access 
devices for b e ing us e d . Therefore, th e e ff e ct of encryption mof data on a network 
is achieved. 

20 [0021] The method for safely encrypting transmission data in the present 

invention can be used in the playing theof MP3 music. About th i s, r e f e rr i ng 
Referring to Fig. 4, a schematic view abotrtshows an embodiment that th e of the 
encrypting method of the present invention is used te^the-for playing of MP3 
musi c is ill ustrated h e r ei n . In this embodiment, the user 50 i s a conn e ction 

25 connects using an access device and the seftes serial number of the access 
device (S / N) is used an encrypting key for network encryption. The access 
device is a MPS music player 56. 

[0022] With reference to Fig. 4, the user 50 at first inputs the required data 
and the sefte sserial number (arrow A). By the sefv oserver 52, the data in the 
30 database 54 is downloaded (arrow B). Then, the data is encrypted according to 
the sefte sserial number and then is transferred back to the ttse fuser's device 50 
(arrow C). Then, the user 50 downloads the data from the device 50 to a MP3 
player 56 (arrow D) (which can also be incorporated in the access device) f or 
playing music abot rtfrom the data. Therefore, the encrypting m e thod of th e 
35 pr e s e nt i nv e nt i on app l i e d to of MP3 data over a network for an MP3 player is 
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accomplished. The aforesaid access device may be a network connecting device 
for transferring data used in a network. The data can be downloaded or uploaded 
to a network for being used by specific users. 

[0023] Similarly, the method of the present invention can be further used to 
the data encryption of thean electronic book in an Internet, as illustrated in Fig. 5. 
In Fig. 5, the use r 60 in advanc e SO. in advance, inputs the required data and 
serie sserial number (arrow a) in a device 60 . By a servoserver 62 in the network, 
the electronic book in the database 64 is downloaded (arrow b), and then the 
data is encrypted according to the sefie sserial number and then is transferred to 
the ttse fuser's device 60 (arrow c). Then, the user downloads thesethe data from 
the device to an electronic book player 66 (which can also be incorporated in the 
access device) f or decrypting the data fo rand playing the content of the 
electronic book. Similarly, the access device t scan be a network connecting 
device for data transfer used in general networks, which can download data or 
upload data to a network for being used by specific users. 

[0024] In summary, the method for safely encrypting transmission data of the 
present invention provides the function of encrypting the transferring data 
through the Internet for avoiding that the data i s downloaded data from onc e but 
being used by many peoples through many t i m e s . Therefore, the object of 
20 paying f e es by us e rs charging each user for a download is achieved. 

[0025] Although the present invention has been described with reference to 
the preferred embodiments, it will be understood that the invention is not limited 
to the details described ther e o f herein . Various substitutions and modifications 
have been suggested in the foregoing description, and others will occur to those 
25 of ordinary skill in the art. Therefore, all such substitutions and modifications are 
intended to be embraced within the scope of the invention as defined in the 
appended claims. 
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